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Revision History

Version Date Changes
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e Added Glossary
e Updated screenshots
1.3 1/17/2019 ¢ Added delete payment method and schedule
functionality
e Added account delink functionality
¢ Removed VX520 and EMV compatibility text
1.4 1/29/2019 e Updated verbiage on Browser Support
Added text regarding Direct Link bills
15 2/6/2019 e Updated the screenshots and text for the FTP
Interface
1.6 2/26/2019 e Added Pre-Pay functionality
e Added verbiage describing single sign-on
functionality
17 3/15/2019 e Added note about the banner and redirect button
for old BillPaylt sites
1.9 4/15/2019 Added payment fracking module (phase 1)
1.10 6/19/2019 Added schedule settings functionality
e Updated Notifications section
1.11 7/22/2019 e Added EMV Receipt description for POS payments
e Updates to Payment Center Ul
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Payment Center
¢ Added payment confirmation email for Pay Now
and Registered Pay
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for Registered Pay users
e Added Bill Search Text customization description
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configuration
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e Added eDynamo description updates
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Version Date | Changes
e Updated tokenization methods (e.g. swipe, dip,
and manual)
¢ Updated where customers can add and create
tokenized payment methods (e.g., schedule,
AutoPay creation)
¢ Ul Update to the Payment Center screenshots.
e Updated all Portal screenshots with the Home
116 11/2/2020 pu’r’ron and added description of the Home button
in the Ul table.
e Updated the verbiage on Minimum Amounts to
match BP logic.
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to prevent fraud
118 04/29/2024 e Account Registration changes
119 12/05/2024 e Multi Factor Aythenhcohgn
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© 2024 CSG Systems International, Inc. and/or its affiliates (“CSG”)

All rights reserved. The information contained in this document is subject fo change
without notice. CSG makes no warranty of any kind with regard to this material,
including but not limited to the documentation, function, and performance of these
programs and their suitability for any purpose. CSG shall not be liable for any errors
contained herein for incidental or consequential damages in connection with the
furnishing, performance, or use of this material.

This document contains proprietary information, including trade secrets, which is
protected by copyright. All rights are reserved. No part of this document may be
reproduced or translated into another document in any language without prior
consent of CSG Systems International, Inc., 500 W. Bethany Dr., Suite 200, Allen, TX
75013.
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Infroduction

BillPay, Forte's newest iteration of bill payment processing, gives you the ability to
create and customize a payment portal where customers can search for and
pay their bills in a few simple steps. BillPay takes the best features of BillPaylt,
Forte's legacy bill payment system, and adds Ul enhancements, a more user-
friendly navigation, and the ability to create registered customer accounts.

BillPay gives merchants a responsive payment portal that can be accessed from
any device— including tablets, phones, and PCs. With BillPay, your customers
get improved messaging, faster search results, the ability to create a registered
account, the ability to schedule their bill payments, and so much more

Granular amount settings provide added flexibility
Set overpayments and partial payments as either a percentage of the
due amount or a set amount.

Maintain invoice aging schedules to ensure older balances are paid first
Keep your accountant happy by requiring customers to pay older
balances first with Grouping IDs

Reduce PCI scope without sacrificing data security

BillPay supports both ad-hoc payments (i.e., Pay Now) and registered
account payments (i.e., Registered Pay), which leverages Forte's
tokenization solution, Forte Checkout. Registered customers can access
bills without searching, create an editable schedule of Auto Pay
payments, and pay their bills via text message (future release).

Improve customer communication with customized portal messaging
Keep your customers up to date with announcement messages in a
dismissible banner that displays at the top of the BillPay Portal Homepage.
Add customized messages regarding bill Portal suspensions to adequately
plan and communicate service interruptions with your customers. To help
first-time users become acclimated to paying their bills online, you can
now add Hint Text and/or a Hint Image that displays where to find a value
for a search field.

Stay up to date with added notifications

Schedule email notifications to your staff when BillPay Portal events occur,
such as when Forte receives bill files, when a customer registers, and
when the status of the BillPay Portal changes.

©2024 CSG Systems International and/or its affiliates (“CSG") Confidential Page | 6
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Create a custom Ul that preserves your unique brand standards
From the logo to the search page—your Portal can be customized to your
exact brand specifications.

Accept card-not-present or swiped payments

The BillPay Portal supports both card-not-present web payments and
swiped payments via the eDynamo terminal (NOTE: Currently the
eDynamo terminals only support Chrome and Microsoft Edge browsers).
Customers can pay on their own terms—from the convenience of home
or in-person.

Print receipts directly from the Portal

Customers can print receipts directly from the Portal after making their
payments. Customers can also receive emailed payment confirmations if
they provide their email address during checkout.

Access bills from anywhere

The BillPay Portal is 100% responsive. Customers can access it from any
modern browser on any device, including phones and tablets. Customers
can also view/download/print PDF versions of their bills, which can be
emailed to them or sent via text message.

BillPay Portal

We've redesigned the BillPay Portal with a clean, modern Ul and intuitive
navigation. You can customize the look and feel of each page in the Portal to
meet the needs of your specific customers. After all, who knows your customers
better than you?

Once you decide to migrate to BillPay and go live, we'll automatically display a
banner with a redirect button on your old BillPaylt site.

NOTE: The figures on this page display a merchant configured to support both
ad-hoc and registered user account payments (i.e., Pay Now and Registered
Pay). See the Payment Modes section for more information.

©2024 CSG Systems International and/or its affiliates (“CSG") Confidential Page | 7
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For the best user experience, access the BillPay Portal using the last three
versions of the following browsers:

e Chrome

e Microsoft Edge
e Firefox

e Safari

e Opera

Each time a new version of one of these browsers is released, the Portal begins
supporting it and continues to support the previous two versions (and only the
previous two). For example, the Portal currently supports versions 65, 66, and 67
of Chrome; however, if Google releases version 68, the Portal will support
versions 66, 67, and 68 and will no longer support version 65.

This browser version standard enables BillPay to use the latest and greatest
security and performance features of the most up-to-date browsers.

NOTE: Accessing the BillPay Portal from Internet Explorer 11 causes display and
functionality issues in both Standard and Compatibility views; therefore, the
following message displays whenever a customer accesses the Portal from
Internet Explorer:

Your browser is out of date.

For the best experience, security and speed use one the browsers below.

& e o O

Chorme Edge Firefox Safari Opera

©2024 CSG Systems International and/or its affiliates (“CSG") Confidential Page | 8
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The BillPay Portal supports two different payment modes: Pay Now and
Registered Pay. With Pay Now, your customers search for bills and complete
one-time, ad-hoc payments by entering their names, billing addresses, and
payment information. Pay Now supports partial and overpayment amounts,
swiped payments, notifications, and printable receipts.

With Registered Pay, customers can create BillPay Portal user accounts where
they can securely store payment methods and billing information and create
schedules of recurring transactions that automatically occur at a frequency of
their choosing (e.g., weekly, monthly, etc.). Registered Pay also enables
customers to access their bills without searching and lets them configure how
and when they pay each bill. Forte uses two-factor authentication to verify
customer identity and uses PCl-compliant security and encryption protocols to
ensure customer data is safe from fraud and data breaches.

BillPay's security protocols ensure that merchant and customer data is safe from
hacking, fraud, and data breaches. These protocols include the following:

« ReCaptcha support for every BillPay Portal Payment Center—just to make
sure your customers are human.

« Automatic declines for suspicious transactions

« |IP address blocking

o Temporarily suspending the Portal

Your BillPay Portal Homepage can be customized with your logo, your text, and
a full-width background image that represents your business or industry. You can
also include announcements, seasonal messages, service updates, or legal
verbiage to keep your customers up to date. The following figure displays a
sample BillPay Portal Homepage and the elements you can customize.

©2024 CSG Systems International and/or its affiliates (“CSG”) Confidential Page | ¢
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@ October 8th Closure
The Beaver Tail County municipal office will be closed all day on October 8th for the Day of the Wheat celebration. Onfine payments can still be made from our Billing Portal.

Y Beaver Tail County Municipal Utilities TItle/Tag Line Home contact Login ]

oo

Convenient

Welcome to Beaver Tail's Pay your bills anytime, any

via computer. Quickly
confirm payment through

u the ability to quickly
convenience of your Secure

Say no to mail fraud and o

Content

ort h Feature
sy contact our responsive s

Backgroundimage PayNow Button

Convenience Fee

sing this service. The conven)

ed with this payment s
or credit card

ccneck. 05 @ woow 035 @D wisa

EChecks and Credit Cards Now Accepted _ Additional Messages

With the Beaver Tall County 8illing Portal. you can now pay your water bills with an echeck or credi card,

{ forte } roveredtyrone rament syems & copyrgh 2018 ore payment systems rvacypolcy. | secumy oy || ZESL

250 Corgany

The following figure displays a sample BillPay Portal Contacts page and the
elements you can customize.

Contact

service Line Billing Questions

B  s00sss554 ]

Forte Payment Systems

W. Bethany Drive , Suite 200
X. 75013
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Use the following table when planning the Ul for your BillPay Portal Homepage:

Length/

Ul Element Description Type Size

Req

The title or tag line for your
Site Title/Tag Line business. This value displays on | alphanumeric 100 R
every page of your Portal.
Welcome Text Title | A brief message that alphanumeric 100 R
welcomes visitors to your site.
This message should succinctly
describe the Portal and its
capabilities.
Your logo image in one of the
following formats:

e JPG

e PNG

e BMP
Site Logo Image 2mb R
For optimal image quality, the
logo should be no bigger than
250px x 70px. Clicking the logo
returns the customer to the
Portal Homepage.
A high-resolution image that
represents your business or

Welcome Text Body alphanumeric 350 R

Background Image Image 2mb R
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Ul Element

Description

HCSE Forte

industry in one of the following
formats:

¢« JPG
¢« PNG
¢« BMP

For optimal image quality, the
width of the background
image should be 960px—
1600px and the height should
be no less than 400px.

Feature Content

If desired, you can add up to
three BillPay feature
descriptions to your Billpay
Portal in the "Feature Content"
section. These messages
highlight the benefits of
paying bills with BillPay.
Choose from the following
library of feature descriptions:
o Convenient - Pay your
bills from your mobile
device or computer.
Quickly search, submit,
and confirm payment
through the Pay Now
button.

e Secure - Say no to mail
fraud and digital
infruders. Data is kept
safe and confidential
using the highest
standards in data
security and
compliance.

e Support - Easily contact
our responsive support
team online or by
phone when you need
assistance.

N/A

N/A

Pay Now Button

Clicking this button takes
customers to a search screen
where they can search for

N/A

N/A

©2024 CSG Systems International and/or its affiliates (“CSG")
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Ul Element Description

their bill(s) and make one-
time, ad-hoc payments. You
can configure your Portal to
only accept Pay Now
payments or accept both Pay
Now and Registered Pay
payments.

Clicking this button opens a
registration where customers
can create a user account
that links directly to their bills.
With a Portal user account,
customers can save payment
methods and createa N/A N/A O
schedule of recurring
payments. You can configure
your Portal to only accept
Registered Pay payments or
accept both Registered Pay
and Pay Now payments.
Service Fee Title If applicable, add a service alphanumeric 100 ©)
fee statement that provides
an explanation of what the
service will be and why it is
collected along with the bill
payment. The default body
text for this message is the
following: "Forte will charge a
"service fee" for credit/debit
cards and electronic checks
processed using this service.
The "service fee"is not part of
your bill payment and
[merchant name] will not
Service Fee Body receive any portion of the fee | gjphanumeric | 200 O
associated with this payment
service."

Regqister for an
Account Button

For service-fee merchants,
Forte strongly recommends
adding service fee verbiage
to the Homepage of your
BillPay Portal, so that your
customers will not be surprised
when their total amount
reflects the addition of a
service fee.

©2024 CSG Systems International and/or its affiliates (“CSG") Confidential Page | 13
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Ul Element

Description

HCSE Forte

Additional
Messages Title

Additional
Messages Body

Add up to three messages to
display to your customers. Use
these messages to describe
the types of bills customers
may see, to explain
alternative ways customers
can pay their bills (e.g., in-
person or over the phone),
and/or to simply display a
seasonal message related to
an upcoming holiday.

alphanumeric

100

alphanumeric

400

Payment Settings

Displays the type of payment
methods you accept for bill
payments. This setting
depends upon the setup of
your merchant account (i.e., if
you only accept echecks,
credit cards, or both echecks
and credit cards).

N/A

N/A

Announcement
Message Title

Announcement
Message Body

Use announcement messages
to prominently display
important news about your
business. These messages
display in a dismissible text bar
across the top of your Portal.

alphanumeric

100

alphanumeric

250

Contacts

Add up to five merchant
contacts, so that customers
know who to get in touch with
if they have a question about
their bills. Add Address, Phone
(with extension or additional
text), and/or Email information
for each contact. You can
also optto add a URL to a
contact, which will return the
user back to a webpage of
your choice.

You can also include Forte's
Customer Service phone
number and email address for
customers who have

alphanumeric

50

©2024 CSG Systems International and/or its affiliates (“CSG")
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Ul Element Description
technical issues with the
Portal.
Click the Home button to
Home return to your BillPay Portal N/A N/A R
homepage.

Bill Search Settings
Help your customers find bills by setting up search fields or providing them with a
direct link to a detailed view of their bills.

Search Fields

Customize how your customers search for their bills by choosing up to four
search fields and configuring instructional search text. You can define whether
to make fields required, how precisely the customer-provided search value
should match (e.g., exact match, partial match, contains match), and whether
the BillPay backend should ignore certain characters in the search term when
querying for data.

Direct Links

Rather than relying on customers to find and enter the correct query values, you
can provide them with links that take them directly to a Bill Summary page
where they can make one-time, ad-hoc payments. NOTE: Direct Links support
Grouping IDs to ensure the oldest bill balances are paid first. When the customer
selects the Make a Payment button, the Portal displays a message that instructs
them to pay all their bills or pay their oldest bill in addition to the displayed bill.

©2024 CSG Systems International and/or its affiliates (“CSG”) Confidential Page | 15
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//i\ Bill Summary $31 092—(5

—

Butfon

=mumm, BlllDetails

[fgrte} Powered by Forte Payment Systems © Copyright 2019 Forte Payment Systems Privacy Polic Security Pol Qre,

Direct links work only in Pay Now mode. You can define direct links by
appending each bill’s Unique Bill ID to your Portal URL, which consists of the
environment domain and the merchant discriminator you defined with your
Implementation Specialist during Portal setup. For example, our fictitious county,
Beaver Tail County, has the unique merchant discriminator btco. Our customer’s
Unique Bill IDis 000012-1234-98765. The direct links for our customer in each
environment would look like the following:

Environment Example Link

Sandbox https://sandbox.forte.net/billpay/btco/000012-1234-98765
Live https://billpay.forte.net/btco/000012-1234-98765

Bill Display Settings

BillPay also enables you to customize the bill summary and bill detail datagrids
with as much or as little data as you'd like. A datagrid is an online table that
displays rows of information in a defined sequence of columns. A summary
datagrid is the table that displays after a user inputs values into search fields
while a detail datagrid is a sub-table that displays data about a specific record
in the summary datagrid.

©2024 CSG Systems International and/or its affiliates (“CSG”) Confidential Page | 16
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BillPay lets you define the sequence of the columns and add custom label
names to each column. The following fields are available for all search,
summary, and detail datagrid displays in the Portal:

o CustomerID

o Bill Number

o Unique Bill ID

o Address

o« Customer Name

You can also add up to ten additional data fields relevant to your customers.
This could include the following:

« Due Amount

e  Minimum Amount
o Late Fee Amount

e Paid Amount

o« Duvue Date

» Presentation Date
« Expiration Date

e Paidin Full Date

o State

« City

o ZIP code
» Billed For

o Account Number
o XDATA 1-10 (Merchant-Defined Fields (MDF) in BillPaylt)

When adding your own custom data fields, be sure to tell your Implementation
Specialist whether you want BillPay to ignore certain characters at the
beginning or end of a search and/or display value. For example, if your software
generates bills with Bill IDs that are preceded by six zeros, you can configure the
BillPay Portal to ignore those first six characters so that the bill summary datagrid
is cleaner and easier for customers to understand. So, a bill with a Bill ID of
00000123456789 would display as 123456789 in the summary and detail
datagrids of your Portal.

Configuring the Search Page

Your Search page can have between one and four search fields, which you
can make required or optional. Additionally, you can customize the search text
so that customers can quickly find their search values. Search fields can be
placed in any order on the page and you can define how closely the customer-
provided value should match your data. For example, should a customer

©2024 CSG Systems International and/or its affiliates (“CSG”) Confidential Page | 17
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searching for his/her Bill ID receive results with only exact matches, results that
contain the value he/she provides, or results that begin or end with the value
he/she provides? As a best practice, Forte recommends exact matches for
search terms unique to a customer, such as Bill ID or Customer ID.

To help customers search for their bills, you can also include Hint Text,
Placeholder Text, and/or a Hint Image that describes the search field and/or
displays where on the bill the customer can find the value for that search field.
The following figure shows a Search page with three fields and Hint Text.

ra/ Beaver Tail County Municipal Utilities Home Contact Login Q

One-Time Payment - Fast, Easy and Secure

TOIE@ | Powered by Forte Paymen: Sysems © Capyright 2018 Fore Paymens ysiems oeeL,

The following figure shows the same Search page but with a Hint Image.

©2024 CSG Systems International and/or its affiliates (“CSG") Confidential Page | 18
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(a_/ ¢ Beaver Tail County Municipal Utilities Home Contace Login T

One-Time Payment - Fast, Easy and Secure

Locate your Bill (a/
Please enzer the i cick search

E;..II“IIJ\:.._:

000

fOrtE | Pomered by Forte Paymen Systams & Copyrighe 2018 Forts Paymens Syscams e 3 L]

When creating a registered user account, your customers will also use these
search fields to link their BillPay Portal user account to the billing account you
have in your system. Like Pay Now Search fields, Registered Pay Search share
the same search fields which includes Hint Text or Images, can be designated as
required or optional, and be configured to follow specific value-matching
requirements (e.g., exact matches, partial matches, etc.). The following figure
displays the "Register for an Account" that displays when a customer clicks the
Register for an account button on the Portal Homepage.

©2024 CSG Systems International and/or its affiliates (“CSG”) Confidential Page | 19
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LAL(IDERQA!‘.E Home Help Login H

Step 1: Find your billing account

Full Name*

Additional Identifie

Configuring the Datagrids for Pay Now

After completing a search for a bill in Pay Now mode, the BillPay Portal displays
the search results in a datagrid that you configure. The Portal displays both
summary bill search results and a detailed view of a bill that gives the customer
all the pertinent data related to that bill. Bill summary datagrids must contain
between three and eight data columns, which can be labeled and arranged at
your discretion.

Customers can also click on the Bill Detail link to view the details of a bill. Bill
detail datagrids can contain as many fields as you'd like, and you can label
and arrange them at your discretion. This datagrid displays beneath the bill
summary datagrid during a search and in the Payment Center when a
customer selects the Show Details link under the Total Due. The following figure
displays both bill summary and bill detail datagrids during a search.

©2024 CSG Systems International and/or its affiliates (“CSG") Confidential Page | 20
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‘aﬁ”"} Beaver Tail County Municipal Utilities Home Contact Login E

Search Result

G dd [« mber e [+] Fe
Bill Summary
Datagria ==l +fj=mmmy Bill DetailLink
Custemaer 1D: Cu ner Name: FRANZ £ & LYNNE A NELSON
Bill Detail S
» Seate: MO Tip: 64223
Datagrid Bl Number; 2012013367 11D Numbers 20126E320418000010300
9368 item(s) 20 items per page ¥ 17463
{ fOrte } soveressy Forte sayment systems  conyright 218 Frte payment systems . o or,

The following figure displays the bill detail datagrid that displays in the Payment
Center. NOTE: If you do not define a Due Date value in your bill files, no due date
will display in the Payment Center.
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Payment Center

Checkout
~
\ )
)
Select t 1t
O T 776
< Name, Moc Amount Rem s
o
Lot

owered by | forte | 2019 Forte Payment systems

Configuring the Datagrids for Registered Pay

3
2 5 g §

Subtotal

Home Contact Login 13

$5,807.76
% ——

i ng Forte

Show/HideBill

Details Link

Bill Details

] Datagrid

$5,807.76

oL

Like the Pay Now datagrids, you can configure the sequence and labels of the
Registered Pay datagrids, which display the bills of a registered user in his/her
Account Dashboard. From here he or she can add the bill to his/her cart to

make a payment or schedule a future payment/series of payments.
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Registered Account Management

Registered Portal accounts offer your customers an easy, secure, and quick
solution for paying bills. Registered accounts eliminate the need for bill
searching, gives users the ability to pay their bill balances in installments, and
makes the payment process easier and safer by leveraging Forte's tokenization
solution.

For merchants, registered accounts reduce PCI scope by offloading the hassle
of hosting your own bill payment form. The registration process automatically
captures customer, payment method, and transaction data in Dex and creates
customer and payment method tokens that can be used across Forte products
and payment channels.

Registered Pay Mode Requirements

The BillPay Portal uses the CustomerlD parameter in the bill definition file to find
and link the billing account in your system to a user account in the BillPay Portal.
This parameter must be included in every bill definition file to ensure that your
customers can find their biling accounts during the Portal registration process
and view and pay their bill balances from their Account Dashboards.

Additionally, merchants who offer Registered Pay mode cannot purge bill data.
Your customer’s BillPay Portal user accounts map to their biling accounts via the
bill definition file. If you purge these files, the Portal cannot load and display your
customer's bills into their Account Dashboards and cannot capture the recurring
fransactions your customers may have previously defined in a schedule.
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Customers can create their BillPay Portal user account in as few as four steps.
The user account registration portal is Ul responsive and can be customized
as per merchants requirements. After clicking the Register for an Account
button, the "Register for an Account” displays the following:

FIND THE BILLING ACCOUNT

This screen allows the user to find the biling account, with the search criteria
being customized to have required or optional fields. The screen is Ul responsive
with action buttons to search and login. New fields have been created to make
the portal more user friendly. Below are the fields which are displayed on the
screen.

Search criteria with Required fields.

e Required fields are marked with asterisk mark.
e Each of the fields is an input fext field.
e Based on the merchant settings configuration in DEX, below are the fields
that can be displayed on the screen:
o FullName
o AccountID
o Additional Identifier

Search criteria with Optional fields

e Fields will have radio button options to be selected.
e There will be one input text field.
e Based on the merchant settings configuration in DEX, below are the fields
that can be displayed on the screen:
o Customer Name
o Account Number
o BIllD

In case the user has made any errors in the fields or attempts to proceed to the
next screen without entering any inputs in the field, appropriate error messages
should be displayed alongside the fields.
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SELECT THE BILLING ACCOUNT

This screen allows the user to select the billing account from the list of accounts.
For the web portal, in case of multiple results, the user can click on the arrows to
sort the same. Additionally, the user can select the number of accounts to be
displayed on the screen. Once the user selects the account, the user is
prompted to the next screen to create a login. The user can also navigate to
the previous screen to search again. In case the user attempts to proceed to
the next screen without selecting any account, appropriate error messages
should be displayed.

CREATE LOGIN

This screen allows the user to set up an account. The required fields are marked
using the asterisk mark. The text area and title can be customized as per the
merchant’s requirements. Below are the fields that will be displayed on the
screen:

e FullName

e Email Address

e Mobile Number

e Password

e Re-type Password

Mobile number will be optional, since most of the users do not use their mobile
numbers. There is an option to show or hide the password and retype password
fields. Passwords should match the security requirements. Before the user
proceeds to the next screen, the user will have a captcha verification and terms
of use selection. In case of errors in input or user attempts to proceed to the next
screen without entering the inputs, appropriate error messages should be
displayed. The user can also navigate to the previous screen to select another
account.
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VERIFY EMAIL

HCSE Forte

This screen enables the user to verify their account. Once the user lands on this
screen, a verification code is sent to the user’s registered email. On successful
verification, the user lands on the homepage. In case of error in the input or the
user attempts to proceed without entering the code, an appropriate error
message should be displayed alongside the field. Additionally, the user has the
option to resend the code to the email address and navigate to the previous

login screen.

The following is a visual representation of the process in web portal and mobile

devices:

—
Search criteria with required fields
S
l
— -] o
[

Search criteria with optional fields
> ) ) ° °
| et

=
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MULTI FACTOR AUTHENTICATION (MFA)

MFA is an extra security step for registered users on BillPay portal, where users will
need to enter a one-time password sent to their registered mobile numbers to
access the portal.

Note: Users have the option to skip enabling MFA at any point on their BP
account.

New User

Enabling MFA in Registration Flow

e New users enable MFA during the registration process.

e Users must enter their phone number, and they will receive a verification
code via text or call.

e The verification code will be valid for 10 minutes; if not entered within that
time, it will expire, and the system will prompt the user to request a new
code to prevent fraud.

e Once the code is successfully authenticated, users will be enabled for
MFA after completing the registration process and they will be landed on
the Portal Dashboard.
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Registered User with MFA not enabled

Enabling MFA in Login Flow

e Registered users can enable MFA during the login process.

e On entering valid credentials, users must enter their phone number and
receive a verification code via text or call.

e The verification code will be valid for 10 minutes; if not entered within that
time, it will expire, and the system will prompt the user to request a new
code to prevent fraud.

¢ Once the code is successfully authenticated, users will be enabled for
MFA.

Enabling MFA from Seftings
e Registered users can enable MFA from the profile in settings after logging
in.
e To begin the MFA setup process, the user must click "Enable" and follow
the steps to update their phone number and enter the OTP.
e Once the code is successfully authenticated, users will be enabled for
MFA.

Actions for MFA Enabled Users

Log into BillPay User Account

e Registered users with MFA enabled on their profile will need to verify
possession of their registered mobile number.

e After entering valid credentials (username and password), users will be
required to authenticate the verification code sent to their registered
mobile number. They can choose if they want to receive the code by SMS
or call.

e Once the code is successfully verified, users will be granted access to the
BillPay portal.

Reset (Forgot) Password

e Registered users with MFA enabled on their profile must verify possession
of their registered mobile number to reset their profile password.

e After selecting "Forgot Password" and entering a valid email address, users
will need to follow the steps to verify the code sent to their mobile
numbper.

e Once the code is successfully verified, users can create a new password
for their BillPay account.
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Update password from Settings

e Registered users can update their password from the profile settings after
logging in.

e Users must verify possession of their registered mobile number to reset their
password.

e After clicking "Change Password," users will need to follow the steps to
verify the code sent to their mobile number.

¢ Once the code is successfully verified, users can create a new password
for their BillPay account.

Update the registered phone number for MFA from Settings

e Registered users can update their phone number registered with MFA
from the profile settings after logging in.

e Users must click "Edit" and follow the steps to verify possession of their
registered mobile number by authenticating OTP sent to their current
registered mobile number.

e Once the code is successfully verified, users can update their phone
number with MFA.

Disable MFA from Settings

e Registered users with MFA enabled can disable their MFA profile settings
after logging in.

e Users need to click "Disable" and follow the steps to verify possession of
their registered mobile number by authenticating the OTP sent to their
current registered mobile number.

e Once the OTP is successfully verified, users can click "Disable" to remove
MFA from their account.

Lock User Account
e To minimize suspicious logins, user accounts will be locked after 4
consecutive invalid OTP attempts during phone number authentication.
e The account lock functionality applies in the following scenarios:
Enabling MFA
Logging into the BP portal
Disabling MFA from settings
Updating phone number from settings
Updating portal password from settings
o Forgot password flows
e Accounts will be locked for 15 minutes, during which the user cannot
access the account or set a new password.
e After 15 minutes, the user can regain access by providing valid
credentials and authenticating the registered phone number with OTP.
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e Resetf password functionality will also be available after the lock period.
e There is no limit to the number of times a user account can be locked.

Remember Me

e MFA requires users to enter a verification code every time they login to
the BillPay portal, which can be inconvenient for frequent logins.

e If users select the "Remember Me" checkbox during login, they will remain
logged in to the portal for 24 hours and will be directly taken to the BP
dashboard after entering valid credentials.

e After 24 hours, users will need to log in again using the same process and
select the "/Remember Me" option.

e The "Remember Me" feature works based on the combination of three
parameters: Device, login credentials, and browser.

Need Help
e A "Need Help" link is provided on the login flow's OTP page, redirecting
users to the portal's "Contact Us" page.
e If users experience any issues receiving or accessing the OTP, or have any
questions or concerns, they can click this link for assistance.
e The "Contact Us" page provides contact details for CSG Forte or the
merchant, depending on the merchant's preferences, which users can

utilize if needed.

Note:

e Adding MFA-related information to the portal's "Contact Us" page is
planned as part of future improvements.

e Problems resolution: If the user has no access to the phone they enrolled
in MFA, Merchant or payer should contact CSG Forte's Product Support
team and the process to be followed here.
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Adding Multiple Billing Accounts

For customers who have multiple unique billing accounts in the same county
(e.g., customers who own more than one property), the BillPay Portal gives them
the option to quickly add billing accounts to their registered Portal account and
pay multiple bills all at once. From the Account Dashboard, they would simply
click the Add New Account button to display the "Add New Account" modal.
This modal uses the same search fields configured for Pay Now bill searches and
Registered Pay billing account searches.
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After entering the applicable values and clicking the Search button, the modal
displays the results. The customer selects one or more biling accounts and clicks
the Add Account button. The Portal closes the modal and returns the customer
to his/her Account Dashboard with the linked billing accounts displayed in
alphabetical order using the Customer Name value.

(&:”"’ Beaver Tail County Municipal Utilities Home  contact Login E

Hi, Irene Renshaw

ashboar Settings

‘Account Number: 220932000001000
Customer Hame CHARLES E & .
e CHARL. 2032,  LEES. G406} 1R 360 o ] [GERCt

Total aue. | s due
$36.01 1

Total due 5
$539.95 1

If the customer needs to delink a billing account, he or she would simply select it
from the list of linked accounts and then click > Delink Account. The following
confirmation modal displays.

Delink Account

Note: Delinking the billing account from your user profile will remove it for any future view and payments and also stop any associated payment schedule, notification etc.

Are you sure you want to delink this account?

Account Number: 01000024
Customer Name:ANITA DOUGHERTY

m Caqce‘

To confirm the action, the customer clicks the Delink button and the Portal
returns him or her to his/her Account Dashboard.

Accessing Multiple Portals

Once registered with Forte, customers can access all BillPay Portals powered by
Forte using the email and password credentials they created when they first
registered. In fact, if an already registered user attempts to register on another
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BillPay Portal, the “Register for an Account” modal instructs them to log in
instead. If a customer changes his or her password via the Forgot Password? link,
that new password changes for all BillPay Portals powered by Forte.

BillPay’s Payments tab gives your customers the ability to view and track
payments they've made on the BillPay Portal while in Registered Pay. Each
payment record indicates when the customer made the payment, the amount
paid toward the bill balance (service fees not included), the payment method
he or she used, and the status (i.e., In-Progress, Complete, Rejected, Cancelled,
and Failed) and trace number of the fransaction.

(-&il Beaver Tail County Municipal Utilities Home Contact My Account v =

Hi, George Glass

VisA

by {forte} © 2019 Fore peyment sy ; 9ES,

Customers can click on a payment record to display more details about the
payment or can click the Expand All button to view the details of every
payment record all at once.
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BillPay’s Notifications settings give your registered customers the ability to
manage their Portal noftifications and keep up to date on pertinent billing
events, such as when a new bill is available or when their payment was
processed. To view and manage notification settings, click Settings >
Notifications from the top menu.
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BillPay offers seven different notification categories where customers can
configure if and how they're notified of specific events. Currently, the Portal
offers only email noftifications, but will support SMS messages in a future release.
The following table lists the notifications available to customers:

Notification
Events

Category
When the customer links his/her billing account.
When the customer de-links his/her billing account.

When the customer successfully completes his/her Portal user
registration.

Portal Account When the customer updates his/her password.

When a customer updates the user profile associated with
his/her Portal account.

When the customer adds a new payment method to his/her
Portal account.

Payment Method | When the customer deletes a payment method from his/her
Portal account.

When the customer updates a payment method.
When the customer adds a new payment schedule.
When a payment schedule completes.

When a scheduled payment cannot process.

When a scheduled payment is due.

When AutoPay is enabled.

When AutoPay is disabled.

Biling Account

Payment Schedule

AutoPay
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Notification
Events

Category
When the customer has an upcoming AutoPay transaction.
When an AutoPay schedule is created after bill presentment.
When an AutoPay schedule is deleted after bill presentment.
When an AutoPay fransaction completes.

When an AutoPay transaction fails.
Other When a payment is processed.

Bill Payment Options

The BillPay Portal can support multiple payment channels and a variety of
payment scenarios, including prepayments and installment payments. The
opftions available to customers depends on your chosen payment mode. For all
transactions, the Portal sends customers a payment confirmation message to
the email address on file (for Registered Pay) or provided during checkout (for
Pay Now).

Saved Payment Methods

In Registered Pay mode, customers have the option of saving their payment
method data to their BillPay Portal user account, which creates and saves a
payment method token in their customer record in Dex. These saved payment
methods can be used for quick, ad-hoc payments or to create a payment
schedule of recurring transactions.

To create and save a payment method, customers can select the Settings
menu option, click the Payment Methods box, and then click the Add New
Payment Method button. A modal displays where they can swipe, dip, or
manually enter the information for any supported payment method.
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%“W Beaver Tail County Municipal Utilities Home Contact Login s}

o
Hi, Irene Renshaw

Dashboard  Settings

BEAVER TAIL COUNTY

Payment Methad =h
=] 091000019 - wells fargo bank ecking ¥
Payment Methods

irene@ireneproperties.com

After clicking the Save button, the payment method displays on the customer's
profile page.

’%HW Beaver Tail County Municipal Utilities

Hi, Irene Renshaw

Home Contact Login E

Dashboard  Settings

{ fofte } Powered by Forte Payment Systems © Copyright 2018 Forte Payment System:
2080 Campry

securty poiiey | R

Dex saves the payment method token the customer created in BillPay Portal to
the customer's record.
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Customer Detail

o
L - e
Dec 10, 2018 e
@ Transaction
FRenshaw Properties
[EEplicnanan ENT METHODS SCHEDULES 'ADDRESSES.
All Payment Methods °

ontact information

General Informatior

jem=mm, Payment Method Token

Customer Token

Additionally, customers can create payment methods when setting up a
payment schedule or AutoPay.

Set up payment plan

Select a one-time future payment or create multiple installments to
pay your bill.

o one-time Multiple Payments

-|| nstallment amount Start Date
| 7753.34 | | mm/dd/yyyy

e Add a new
P. Pl Payment method + Add new
SymentEan select Payment Method

Lets get started with payment plan. ‘

Pay bills at your convenience

Account Number: 1240009
Customer Name: DAVEY TEST
Bill Number: 124PP0100009
Due Amount: $7,753.33

Due Date: 11/19/21

D accept the Terms of Use

©2024 CSG Systems International and/or its affiliates (“CSG") Confidential Page | 38



=HCSgG forte BillPay Portal: Merchant Guide v1.17

Enable AutoPay

Payment Amount: Total Dus

Maximum Payment

$ Amount (Cpticnal) :

P t Date:
Enable AutoPay Fymenthate 8 |On Due pate
v | day(s) before due date
Set up AutoPay to never miss a — b A new Ad d d hew
payment. Your first automatic i — h
payment will be debited in the next Payment method: Select h ‘ qumEn+ Me*hOd

billing cycle.

Account Number: 1240009
Customer Name: DAVEY TEST

Once created, saved payment methods automatically load into the Payment
Information dropdown field on the payment forms for ad-hoc payments and the
Payment Method dropdown for schedule and AutoPay creation.

If the customer ever wants to delete a payment method, he or she would simply
navigate to the Settings tab, select the Payment Methods box, and click the @
next to the payment method he or she wants to delete. The following
confirmation modal displays.

Delete payment method

Note: Deleting the payment method will remove it,
for any future payment including any associated payment schedule etc
Are you sure you want to delete this payment method?

Irene Renshaw

eCheck: (necking ending in 7887

Delete Cancel

To confirm the deletion, the customer clicks the Delete button and the Portal
returns him or her to the Settings page.
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Registered Pay mode gives your customers the ability to create schedules for
one-time future transactions or multiple, recurring fransactions. You can frack
and manage these schedules from the Customer's Detail Screen and/or the
Schedule's Detail Screen in Dex. Customers must have at least one payment
method saved to their Portal account before creating a schedule; payment
methods can be saved from the Settings menu or from the Set Up Payment Plan
Modal.

Before enabling schedules for your customers, you must configure your schedule
settings.

Installment Settings

Do you want to allow your customers to make only one-time future payments
and/or multiple installment payments toward the balance of a bill? If you want
to allow multiple payments, how many installments will you allow and at what
frequency? Dex supports the following frequency and maximum installment
number combinations:

Frequency Installment Maximum

Monthly 24
Quarterly 8
Semi Annually 4
Annually 2

Due Date Settings

Due date settings allow your customers to make scheduled payments after the
bill's due date. For example, if you want to allow installment payments for
annual property taxes that are typically due January 31, you would enable
payments after the due date on the Portal and then define the number of
allowable days after the due date you would accept payment. The number of
days must correspond with the frequency and number of installments you
defined in the installment settings (e.q., if you only allow up to three monthly
payments for property taxes). The following options are available for due date
settings:

e Allow schedule to start and end at any time.

e Allow schedule to start before due date and end up to <number> days
after due date.

e Allow schedule to start after due date and end up to <number> days after
due date.
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e Allow schedule to start up to <number> and end up to <number> days
after due date.

Creating Schedules
To create a schedule, your customers must complete the following steps:

1. The customer accesses his or her Account Dashboard and clicks the

Schedule button next to the bill for which he or she wants to create an
installment schedule.

(&;”"‘ Beaver Tail County Municipal Utilities HOMe  contact My Account ~ E

Hi, Joyce Smith

Dashboard  Settings

@ Bills due

Custe. Address iy E 8D Amew.
Account Number: 32007050
Customer NameJAMES ELLIOT & JOYCE
SmiTH

5539.95

MES. — 622W. 12 0 e B Y
Total due Bits due
1

$539.95 I

Schedule Button

f
1 forte | powered by rorte payment systems © Copyright 2018 Forte Payment systams
scsaconpiny

2. The Set Up Payment Plan Modal displays. Customers have the option to
make one payment on a specific future date by selecting the One-Time

radio button or can make installment payments at a specified frequency
by selecting the Multiple Payments radio button.
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3. The customer uses the Payment Method dropdown menu to select the
saved payment method he or she wishes to use for this schedule. If he or
she has not saved a payment method or wants to use a different
payment method, he or she can click the Add New button to create and
save a new payment method.

4. For multi-payment schedules, the customer must define the number of
payments he or she wants to make and how often he or she wants to
make a payment. Customers have the option to make Monthly (every 30
days), Quarterly (every 90 days), Semi-Annual (every six months), or Yearly
(every 12 months) payments. You can limit the number and frequency of
installment payments for schedules (e.g., a county collecting property
taxes may want to limit the scheduled installment payments to six monthly
installments).

5. The customer calculates the Installment Amount by dividing the Due
Amount by the Number of Installments (e.q., if a customer wants to pay a
$1000 over 4 months, the Installment Amount would be $250) and enters
that number into the Installment Amount field. This amount must be at
least either the Minimum Amount passed in the bill file or the Partial
Payment amount/percentage defined in the global Dex settings. This
amount cannot be greater than the Overpayment amount/percentage
settings defined in global Dex settings. Additionally, the total amount of
the installment payments cannot exceed the overpayment threshold
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setting (i.e., either a percentage of the bill amount or a dollar amount).

6. The customer enters the start date of the schedule into the Date field or
uses the date picker to select a date from a calendar. This date must be
af least one day in the future and must comply with the start/end date
settings the merchant defines in Dex.

7. After entering the required information, the Modal displays a summary of
the schedule, which includes the date and amount of each installment.

1. The customer selects the | Accept the Terms and Conditions checkbox
and clicks the Submit button. The Portal displays a message indicating
whether the schedule was successfully created. Customers can print a list
of scheduled transactions from this message by selecting the Print
Schedule button (Customers can also print a list of their scheduled
transactions by viewing the schedule and selecting Actions > Print
Schedule).
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Payment Scheduled

Your payment was scheduled successfully. Your bill will be paid
automatically from next scheduled date.

Mov 20, 2019 - Feb 20, 2020

Print schedule

After the customer submits the schedule, the Portal creates a Schedule ID that
maps to that customer’s Customer and Payment Tokens. It also sends an email
notification to the customer’s username email address (if the customer has
subscribed to nofifications). You can view the schedule on the Customer's Detall
Screen in Dex by selecting the Schedules tab.

{ ncove | v °
Dec 10,2018 " ':“ §
PAYMENT METHODS AooResses
All schedules (- ]
=3

Monthly (x3)

P A <=, Customer-Created Schedule

TEST/ACH WEE DV TEAM 22
124125

To view the details of a schedule, you can simply search for it on the Schedules
Summary Datagrid or click the View Schedule Detail link on the Customer’s
Detail Screen.
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TEST/ACH WEB DEV. TEAM 52 —~ .
e - )
¢

et Transacti Summary
$174.98 - Dec 22,2018 Completed: 0/3

Monthly x3)
Dec 21,2018 - no end date.
Schedule Items  (+ Charges may apply

(C20B8_SHUKIZABHEFIQ

General Information

oca rested &
TEST/ACHWEBDEV. TEAM  murall.bhsttar@forte

To delete a schedule, a customer would simply click the ™ next to the bill's
listing in his or her Account Dashboard to display the View Schedule Modal.

View Schedule

Actions
Mext Transaction Payment Method &
Jul 1, 2020 VISA Endingin..1111 (exp. 05/2020)
$5.00
Schedule Details
View Schedule
M120 $9.00
Account Number: 160301 8/1/20 $9.00

Customer Name: Allie
Gulgowski

Bill Number: 57-9269516
Due Amount: $5,480.51
Due Date: 7/31/20

Clicking the Actions > Delete Schedule button displays the following
confirmation message.
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View Schedule
Actions v
Next Transaction Payment Method 2
Jul 1, 2020 | VISA Endingin ...1111 {exp. 05/2020) \
$5.00
Schedule Details
View Schedule
7/1/20 Scheduled $9.00
Account Number: 160301 8/1/20 Scheduled $9.00
Customer Name: Allie
Gulgowski Delete Schedule
Bill Number: 57-9269516
Due Amount: $5,480.51 Note: By deleting this schedule, you will lose all the future scheduled payments. Are you sure
Due Date: 7/31/20 lyou want to delete this schedule?
Warning: This cannot be undone.

To confirm the deletion, the customer clicks the Delete button and the Portal
returns him or her to his/her Account Dashboard. After a schedule deletion, the
Portal sends an email nofification to the customer at his/her username email
address (if the customer has subscribed to nofifications).

PrePay Payments

If your customers like getting a head start on their bill payments, you can offer
them a PrePay option in both Registered Pay and Pay Now mode. The PrePay
option gives customers the ability to make a payment toward a future bill. You
define how little or how much a customer can prepay. You can also choose the
default maximum prepayment limit of $250,000. NOTE: The PrePay option can be
used in conjunction with overpayments; however, your overpayment setting
must be defined as a percentage rather than an amount.

The Portal only displays the PrePay option to customers with $0.00 Due Amounts
for both individual bills and grouped bills. The merchant is responsible for
keeping and reconciling these pre-paid amounts and applying them as credits
towards future bill balances for the customer.

In the Portal, the Prepay option prominently displays on the Bill Search Summary
Datagrid.
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r&:mt- Beaver Tail County Municipal Utilities Home Contact Login ii\jn

Search Result

Q Contnueroay
Amouns Dus o ComomeriD 3 Nure Blledhmouns  Balance Due

PrePay Option “l et e - e s w0

[ forte } Powered by Forte Payment Systems © Copyright 2018 Forte Payment Systems = Security Polic e,

After opting to make a prepayment, the Portal Payment Center gives customers
the ability to define how much they want to prepay—as long as the amount falls
within the merchant’s allowable range or under the $250,000 maximum default
amount.

- O
(a-/ Beaver Tail County Municipal Utilities Home Contact My Account v 5,3,,

Payment Center

Q o $0.00
B s ey Customer-Defined
PrePay Amount
$50.00
agreeto
[ conimue |
lforte 2 by Forte Paym: ms © C m m ore,
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AutoPay

HCSE Forte

AutoPay gives your registered customers the opportunity to set up automatic
debits from their preferred payment method so that they never miss a bill
payment. You can opt to let customers define their maximum payment amounts
and give them options on when the payment will process (e.g. on Due Date,
Presentation Date, or 1-3 days before Due Date).

To set up AutoPay, customers must complete the following steps:

1. Afterlogging in to the BillPay Portal, navigate to the AutoPay Settings
section that displays above the Bills Due section and click the Enable
AutoPay button. Enable AutoPay modal displays. NOTE: The modal below
displays options to define maximum payment amounts and custom
payment dates, which you can specify during setup.

$

Enable AutoPay

Set up AutoPay to never miss a
payment. Your first automatic
payment will be debited in the next
billing cycle.

Account Number: 1078448

Customer Name: Harold
Hintz

Enable AutoPay

Payment Amount:

Maximum Payment
Amount (Optional) :

Payment Date:

Payment method:

Total Due
Billing amount which vary per billing cycle

s

If Total due (billed) amount exceeds maximum
amount then payment will not be made and an

email notification will be sent.

@ On Due Date

O day(s) before due date

+ Add new

Select v

2. In the Maximum Payment Amount field, the customer must enter the
maximum amount he or she is willing to pay toward a bill. This prevents
large surprise debits that may burden the customer and, in turn, become
an issue for you. If the Total Due Amount is greater than the Maximum
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Payment Amount defined in this field, BillPay will cancel the automatic
payment and send an email notification to the customer instructing them
to make an ad-hoc payment or, in the case of an error, to contact the
merchant.

In the Payment Date field, the customer must select whether they want to
process the payment on the bill's Due Date, When the Bill Becomes
Available, or a merchant-defined number of days prior to the Due Date
by selecting the applicable radio buttons. These are all the payment
dates available, but you can customize your Portal to only accept
payment on the Due Date or when the bill becomes available. Your
Implementation Specialist can help you determine which payment date
works best for you business.

In the Payment Method field, the customer either uses the dropdown
menu to select an already defined payment method or clicks the Add
New button to create a new payment method. For more information
about creating payment methods, see the “Saved Payment Methods”
section above.

The customer clicks the Continue button. BillPay displays a summary of the
customer’s AutoPay settings in the Enable AutoPay modal.
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Enable AutoPay

Please review AutoPay settings before submitting
Payment Amount: Total Due
$ Maximum Payment Amount: $600.00
Payment Date: On Due Date
Payment Methods: VISA endingin 1111

Enable AutoPay [ 1 accept the Terms of Use

Set up AutoPay to never miss a
payment. Your first automatic
payment will be debited in the next
billing cycle.

Account Number: 1078448

Customer Name: Harold
Hintz

Back

6. If the settings summary looks correct, the customer clicks the | accept the
Terms of Use checkbox and then clicks the Enroll AutoPay button. The
Enable AutoPay modal returns the customer to their dashboard in the
Portal.

If you prefer to simply collect the Due Amount on the Due Date, the Enable
AutoPay modal that displays in the Portal will look like the following:
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Enable AutoPay

Payment Amount: Total Due
Billing amount which vary per billing cycle
Payment Date: On Due Date
+ Add new
Payment method: p— "

Enable AutoPay

Set up AutoPay to never miss a
payment. Your first automatic
payment will be debited in the next
billing cycle.

Account Number: 1078448

Customer Name: Harold
Hintz

From here, your customer simply selects or creates a payment method and
clicks the Continue button to confirm.

Interactive Voice Response (IVR)

Forte's interactive voice response (IVR) solution works in conjunction with BillPay
to give your customers a simple, computer-free method for paying bills. Our IVR
technology reads your bill definition files (both standard and custom) and
performs the card-not-present or echeck capture transaction while the
customer is on the phone. Additionally, your IVR subscription can be configured
to support partial payments and overpayments, Grouping IDs that delineate
how BillPay should apply payments to balances, and payment ordering so that
your customers can choose to pay the oldest bill first or all their bills at once.

Point-of-Sale Devices

In addition to card-not-present payment channels, the BillPay Portal also
supports card-present channels, such as kiosk payments or payments made in-
person with a customer service representative. The only supported, EMV-
compliant POS device is the MagTek eDynamo, which supports both swiped
and dipped transactions on any Window's device and produces EMV-
compliant receipts. For information on setting up a eDynamo with your BillPay
configuration, see Forte's DevDocs.
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Notifications

To help you stay on top of the events in your BilllPay Portal, we've developed
five out-of-the-box email noftification settings to which you can subscribe. You
can designate up to four email addresses to receive a notification when an
event occurs or at the end of the business day. BillPay offers the following

notifications:

« File Delivery — Nofifies you when bill files are delivered to Forte.
« User Registration — Notifies you when a customer registers for an account

through the Portal.
« Status — Notifies you when the status of your Portal changes.

Merchant Legal Name
“'! om:  Beaver Tail County <noreply@forte net>
(Dex Location Setting) i, jeify smilhrmailcom _ Customer Email
date: Sun, Jun7, 2019 at 8:36 PM

Site Title (Portal Seﬂing) “;x bject: Your Beaver Tail County bill is ready
SiteLogo (Portal Setting) . ’C‘afi“"'v Beaver Tail County <({{SmEENSNENEN Site Title (Portal Setting)

Customer Name (BillRecord) _» Dear John Smith,
Your Beaver Tail County bill is ready for Bill Number: 0018217782 _l Unique BillID (Bill Record)
Direct Link fo Bill e, [N

Ray by Plione Displays only if Merchant
Dial 877-690-3729 and use J code 2410 to make payment through our automated phone _
subscribes foIVR

system (IVR)
Merchant Legal Name Thank you,
(Dex Locaﬂon Setfing) ‘:eaver Tail County

Please do not reply to this email. All the replies are automatically deleted.

Billing Lifecycle

BillPay simplifies the billing process for both you and your customers. After setup,
the Portal requires little to no maintenance; however, it's imperative that you
understand how the billing lifecycle works within the Portal. The following figure
displays a simplified version of this lifecycle:
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{forte |

o aC5G Company ~
| '

o Merchant uploads a bill definition file to Forte via FTP.

Forte enters the bill definition file into BillPay so that the bill
data is searchable in the Portal.

o Customers pay their bills through the Portal.

Forte sends the merchant a nightly bill payment file showing
payment activity
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Successful bill presentment and collection depends upon key dates that you
can define in your bill definition file:

« Presentation Date: The date the bill becomes visible to customers in the
BillPay Portal. This date should coincide with any email or paper
nofification you send to customers about the availability of their bills.

« Due Date: The date when payment on the bill is due. If the customer does
not pay his/her bill before the Due Date, BillPay applies a late fee to the
total amount of the bill for the following billing period. This parameter is
required in both standard and custom bill definifion files.

« Expiration Date: The date when the bill expires, and customers can no
longer pay it in the BillPay Portal. You can allow customers to view expired
bills by defining a specified number of Bill Visibility Days. This setting
enables customers to look up and view bills past the expiration date; they
cannot, however, pay these bills.

« Paid in Full Date: The date when the customer pays the entire balance of
the bill. Once you provide a Paid in Full Date, the BillPay Portal no longer
accepts customer payments on the bill.

« Last Payment Date: The date you received the previous payment from the
customer. When a customer makes a payment through the Portal, it is
considered a pending payment until you indicate acceptance of the
payment via an updated bill definition file. To do this, you update the bill
with a modified paid amount and set the Last Payment Date. If you do
not provide a Last Payment Date, BillPay uses the date the bill was last
modified.

You define bill amounts in each bill definition file that you submit to Forte. To give
your customers flexibility in how much they're required to pay to avoid penalties
or late fees, BillPay gives you the ability to set allowable payment amounts within
the Portal (e.g., allow overpayment of 10% of the total bill and a minimum
partial payment of 25% of the total bill) and within the individual bill definition
file. If the Minimum Amount submitted in a bill definition file is less than the
allowable partial payment amount defined in the Portal settings, BillPay will
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display the lower Minimum Amount to the customer. When tracking payments in
the billing lifecycle, keep these bill amounts in mind:

o Due Amount: The total amount of the bill including any late fees incurred if
the Due Date of the bill has passed. This amount should not include the
service fee as Forte assesses service fees as a separate charge added to
the total authorization amount.

o Paid Amount: The amount the customer has paid toward the balance of
the bill. This field starts at $0 and increases as your customer makes partial
or full payments through the Portal.

¢ Minimum Amount: The minimum amount the customer can pay without
incurring a late fee. If this field is not passed in the Bill File, BillPay uses the
Portal settings defined for partial payments (i.e., as either a percentage of
the Due Amount or a set dollar amount). If a Minimum Amount is passed in
the Bill File and partial payment settings have been defined for the Portal,
BillPay displays the lowest Minimum Amount provided.

« Late Fee Amount: The amount of the late fee that BillPay assesses once
the bill's Due Date has passed. You can pass this amount in the LateFee
field of the bill file and BillPay will present it as a separate line item that is
added to the Authorization Amount (i.e., Due Amount + Service Fee
Amount + Late Fee Amount). You can also add it to the Due Amount prior
to uploading the bill file and communicate the added fee to the
customer via the Bill Details datagrid or another method.

Bill Definition Files

Successful bill collection depends upon the bill definition files you submit to
Forte. BillPay supports both standard and custom file formats. If you opt to use a
custom file format you will need to provide Forte with a sample bill with, at a
minimum, the required BillPay fields. We'll use this sample bill to create a file
specification that the BillPay Portal will use to parse your bill definition files and
properly display bill data to your customers.

Standard file formats provide the easiest and most efficient method for
uploading bill definition files. Standard bill definition files use a single-line-per-
record CSV format with the following quoted text qualifiers in this specific order:
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Seq

1

Name

UniqueBillID

Description
A unigue value

representing the bill in
this record.

Length

36

Type

Alphanumeric

i ng Forte

Req

R

MerchantID

Your Forte-assigned
Location ID (e.g.,
115161)

Numeric

PresentationDate

The date your customers
can view the bill in the
BillPay Portal.

12

Date
(mm/dd/yyyy
orm/d/yyyy)

DueAmount

The total amount of the
bill based on the Due
Date.

12

Numeric

MinimumAmount

The minimum amount
the customer can pay
without incurring a late
fee.

12

Numeric

CurrencyCode

The ISO-4217 alpha
currency code. For most

merchants, the value of
this field will be USD.

Alphanumeric

DueDate

The date when

payment for this bill is
due.

10

Date

(mm/dd/yyyy
orm/d/yyyy)

LateFee

The amount of the late
fee that BillPay will
apply to the Due
Amount of the bill if the
Due Date has passed.

12

Numeric

ExpirationDate

The expiration date of
the bill. This field defaults
to 90 days if not passed
in the file. Customers
can still view expired
bills if you've defined
the number of Bill
Visibility Days in the
BillPay Portal settings.

10

Date
(mm/dd/yyyy
orm/d/yyyy)

10

PayTypesAllowed

The types of payment
methods the merchant
accepts on their BillPay
Portal. Supported
options include the
following:

e C =CreditCard

only

Alphanumeric
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Seq \ Name Description Length Type Req
e E =EFT (echeck)
only
e B =Both credit
card and

echecks allowed.
The amount the
customer has already
paid toward the
balance of the bill.
The date of the last
payment accounted for
in the PaidAmount field
plus one day (e.g., if the
customer submitted the
payment via the Portal
on 8/21, the payment
date would be 8/22 or
greater in the next file
upload). NOTE: This field
is required for
merchants who accept
partial payments
toward bill balances.
The date when the Date
13 | PaidInFullDate customer paid the full 10 (mm/dd/yyyy | O
balance of the bill. orm/d/yyyy)
The First and Last Name
14 | CustomerName or Company Name of 50 Alphanumeric | R
the customer.
The First and Last Name
or Company Name of
the customer’s primary
contact.
The first line of the
16 | StreetAddress customer’s billing street 35 Alphanumeric | O
address.
If necessary, the second
17 | StreetAddress2 line of the customer’s 35 Alphanumeric | O
billing street address.
The city of the

1] PaidAmount 12 Numeric O

Date
10 (mm/dd/yyyy | O
orm/d/yyyy)

12 LastPaymentDate

15 | ContactName 50 Alphanumeric | O

18 | City customer’s billing 25 Alphanumeric | O
address
The state or province of

19 | StateProvince the customer’s billing 10 Alphanumeric | O
address
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':gcsg Forte
Seq \ Name Description Length Type Req

The ZIP code of the

20 | PostalCode customer’s billing 10 Alphanumeric | O
address
The country of the

21 | Country customer’s billing 3 Alphanumeric | O
address
The customer’s phone

22 | Phone number including 25 Alphanumeric | O
country and area code
(e.g., X-XXX-XXX-XXXX)

23 | EmailAddress Lk:jedcr:eusss’romer s email 40 Alphanumeric | O
The merchant-defined
ID or Account Number .

24 | CustomerlD associated with the 36 Alphanumeric R
customer
The ID orinvoice

25 | BillNumber number associated with 36 Alphanumeric | O
this bill
The date when you Date

26 | InvoiceDate created the bill or 10 (mm/dd/yyyy | O
invoice or m/d/yyyy)
The version number of
the Terms of Service to

27 | Terms which the customer 30 Alphanumeric | O
must agree before
paying his or her bill on
the Portal.
Any merchant-defined

28 | Memo memos associated with 2048 | Alphanumeric | O
this bill.
The ID number used to

29 | GroupingID group bills so that BillPay 10 Alphanumeric | O
applies payments to the
older balances first.

30 | XDATA1L

31 | XDATA2

39 | XDATA3 Up to 10 XDATA fields

33 | XDATAA Iho’r merch;:m’rs chm use
0 pass pertinen .

34| XDATAS information about the 60 Alphanumeric O

35 | XDATAG bill Th field ; or Date

3% | xpaTA" ill. These fields suppor
string, amount, date,

37 | XDATAS
and URL values.

38 | XDATA9

39 | XDATALO
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The easiest method for generating a bill definition file in the standard format is to
create the file in Microsoft Excel and save it using the .csv tag.

If you or your software service provider cannot produce bill definition files that
follow the standard field format described above, you can submit a sample bill
file in your preferred format to your Implementation Specialist who will create a
file specification. This specification enables BillPay to read and parse your bill
definition files and properly display bill data in the Portal.

BillPay can support file formats of up to 10,000 alphanumeric and special
characters.

To ensure uniformity and error-free uploading, BillPay requires specific naming
conventions for bill definition files. Each bill definition file name contains a string
of commands that tells BillPay how and for whom to process the file.

Standard File Naming Convention
For standard bill files, use the following naming conventions for upload files and
ready-to-process files:

bstd247584.u01  bstd247584.b01
Where:

D - Indicates that this file is a bill definition file.

std - Indicates to BillPay that this bill definition file is being delivered in standard
format.

2 — Indicates that this bill definition file is compatible with the newest version of
BillPay (i.e., not BillPaylt, Forte's legacy solution)

47584 - indicates that this bill definition file belongs to a merchant with this
tfransmitter ID number. Transmitter IDs can have up to six characters.

I or I - Signify when the bill definition file is ready to be uploaded and when the

bill definition file is ready to be processed by BillPay. Use the I when uploading
files to the FTP Interface. This letter indicates to BillPay that this bill definition file
needs to be placed or staged on the FTP Interface. After placing the file on the

FTP Interface, change the I Tol to indicate to the BillPay system that the bill
definition file is ready to be processed.
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. — Indicates that this file is the first bill definition file upload of the day. If you
upload additional bill definition files using the same name, the . will need to

e changed to . . . efc.

Custom File Naming Convention
Bill definition files using custom file formats follow similar naming conventions.

However, you wil replace the Std value in the standard file naming convention
with another three-letter acronym that your Implementation Specialist will
provide. Forte creates this acronym when we create the file specification that
enables us to read your custom file format. For example, let’s say Acme County
uses BillPay to collect their property taxes and sends us their bill definition files in
a custom format. Their file names could look something like the following:

bAPT2123456.u01 bAPT2123456.b01

Using the FTP Interface

Forte's Secure FTP Web Interface enables you to quickly upload both full or
partial bill definition files to create or update bills in BillPay. For best results,
access the FTP Interface on a Google Chrome browser. Additionally, when
uploading bill definition files, be aware of the size of your upload files. Files larger
than 1GB (e.g., containing millions of bill entries) can slow down or lock up the
FTP Interface. Forte recommends sending bill definition files that contain no more
than 500,000 items at a time.

You should have received login credentials to the FTP Interface when we
onboarded your account to the Forte platform.

To upload a bill definition file, complete the following steps:

1. Access the FTP Interface and log into the site using your credentials.

2. Select the File Upload button from the top menu.
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8 Web Transfer Client Triter  ©Tools tanguage: [[CREAM »

LGLOBALSCAPE +eoe B

~ @ My Folders Neme a - - Upload Manager W
LE m
dl 1 »  Completed (0)
-
* In Progress (0)
Y Shared with Me ’
~ Pending (0)
FileUpload Button

2 penting upioass

3. Your computer’s File Explorer window displays. Search for the desired bill
definition file on your local system, select it, and click Open. The FTP
Interface begins uploading the file and displays the upload progress in the
In Progress dropdown.

8 Web Transfer Client Triter  ©Tools tanguage: [[CREAM »

LGLOBALSCAPE +eoe B

~ @ My Folders Neme a - - Upload Manager W
- -
dl »  Completed (0)

-

» In Progress (1)
£ Shared with Me 15 00
DRAZIETTINON (460 ME) "
File beinguploaded - -

~ Pending (3)

pending uploscs

If uploaded successfully, the file displays under the dl and vl folder of the
FTP Interface application.
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8 Web Transfer Client Triter  ©Tools tanguage: [[CREAM »

"GLOBALSCAPE E

~ @ My Folders Neme a e a - Upload Manager W
b Completed (2)

* In Progress (0)

» Pending (0)

N penting upioss

UploadedFile

4. Click the checkbox next to the file. An Options menu displays.

8 Web Transfer Client Trier % Tools tanguage: [N o

wGLOBALSCAPE
~ @ vy Folgers Name & e a Date a Upload Manager W
» Completed (2)

= In Progress (0)

= Pending (0)

No pening uploads

5. Click the . A Rename Modal displays.
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Rename

bstd45587.u01.csv

Cancel ﬂ

6. In keeping with BillPay naming standards, change the u to b to indicate
that this file is ready for processing. If you are testing the BillPay Portal in
Sandbox, append the word test to the front of the file name (e.g.,
testbstd224063.b01).

Rename

testbstd45587.b01.csv

Cancel ﬂ

7. After changing the file name, click the OK button. The file disappears from
FTP Interface screen as BillPay begins processing it. If successful, Forte will
email you a nofification indicating how many new and updated bill
entries were received in the upload and the dollar value of the new and
updated bill entries.

Reporting

Forte provides multiple methods for tfransaction reporting that we can customize
to fit your specific accounting needs. You can access both summary and
detailed reports in both Virtual Terminal and Dex and, your Implementation
Specialist can create and customize a report specifically for BillPay Portal
transactions that Forte automatically emails to you nightly, weekly, or monthly—
the frequency, format, and setup of the report is up to you.
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Virtual Terminal Reports
Virtual Terminal provides several different transaction reporting options, but the
following four reports specifically apply to BillPay Portal transactions:

e Received Summary

e Received Detall

e Service Fee Summary
e Service Fee Detall

You can access these reports at any time from Virtual Terminal and customize
the date range, merchant locations, and, for detailed reports, up to twelve
parameters to include in the report.

Received Summary Reports

To access a summary report of your received transactions, log into Virtual
Terminal and navigate to Reporting > Origination > Received Summary. NOTE: If
you do not see these options available, contact your System Administrator to
adjust your user settings and permissions.

The following Report Definition screen displays.

Monday, June 25, 2018 Logged in as: Merchant Admin Home | Logout
Transactions Received Summary
Reporting
MyHisrarch
=02 Main
d From: | 06/18/2018 ¥ @ CITY OF PORTSMOUTH UTILITY WEB
Origination
To: | 06/25/2018
Deposit

D)

Befumns

4

Verify

ai
Scheduled

Merchant Options

Use the calendar picker in the From and To fields to select a date range for the
report and then select | . Virtual Terminal automatically opens

©2024 CSG Systems International and/or its affiliates (“CSG") Confidential Page | 64



a2 ng Forte

BillPay Portal: Merchant Guide v1.17

another browser tab or window with the report displayed. Click = * and select
one of the following formats in which to download and save the report:

e XML file with report data
e CSV (comma delimited)

o PDF

¢ MHTML (web archive)

e Excel
o TIFF file
e Word

The following figure displays a sample Received Summary report. These reports
display the date, total amounts collected for echeck, credit card, and debit

card transactions, and the grand total collected for that day. The Overall

Summary page provides these totals for the entire date range and indicates the
quantity of echeck, credit card, and debit card transactions.

Received Summary
May 17, 2018 to May 24, 2018

Recelved Date sGnacka ‘Craait Caras, Dabit

cards

Thursday May 17. 2018 5554108 s3m278

Friday May 12,2018 s6.640.28 33642154

5439185

5684403

Wieanesaay ay 23, 2018

Tharsday May 24, 2018 188815 5573858

34588387

543.069.22

£5.306.53

Grand Total 34207354 $172281.27

421515481

Received Summary
May 17, 2018 to May 24, 2018

Overall Summary

sChacks

Credil Carda

Amount

Emount

aty|

Total Amount]

aty

sa0|
$215,15481

[niet $42.873.54

$172.281.27]

Received Detail Reports

To access a more detailed report of your received transactions, log into Virtual
Terminal and navigate to Reporting > Origination > Received Detail. NOTE: If you
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do not see these options available, contact your System Administrator to adjust
your user settings and permissions.

The following Report Definition screen displays.

Menday: June 25, 2018 Logged in as: Merchant Admin Home | Logout
Transactions Received Detail
Reporting
MyHierarch
=02 Main
d From: | 06/18/2018 # & CITY OF PORTSMOUTH UTILITY WEB
Origination
To: | 06/25/2018
Deposit Advanced Reporting Options
9 Virtual Terminal
Retu
J
Verify

Merchant Oplions

Use the calendar picker in the From and To fields to select a date range for the
report and then select | . Virtual Terminal automatically opens

another browser tab or window with the report displayed. Click =~ and select
one of the following formats in which to download and save the report:

e XML file with report data
e CSV (comma delimited)
e PDF

e MHTML (web archive)

e Excel

e TIFF file

e Word

The following figure displays a Received Summary report.

©2024 CSG Systems International and/or its affiliates (“CSG") Confidential Page | 66



=HCSgG forte BillPay Portal: Merchant Guide v1.17

Used
Show Merchant Subtotals
lerchant IDs:
Multiple Merchants
Received Detail
May 17, 2018 to May 24, 2018
Details for Monday May 21, 2018

CITY OF PORTSMOUTH UTILITY WEB (206475)

Received Customer Name Transaction Info Entered By Trans Type Attempt Resp Code Resp Description  Status Amount

03:52 PM debra fitzgerald at N/A) 1214446264 Selectron - CC Sale MAST 1 AD1 APPROVED settled $87.70|
20501 009140-0

04:22 PM Dominique bums at N/A) 1428348183 Selectron - CC Sale VISA 1 AD1 APPROVED settled $316.20|
44604 009171-0

04:51 PM Jack Carpenter at N/A) 0581150322 Selectron - ACH DEBIT 1 AD1 APPROVED FUNDED $131.55
37002 009205-0

04:51 PM Jack Carpenter at N/A) 0581158322 Selectron - ACH DEBIT 1 u1o DUPLICATE declined $131.55
37002 099205-0 TRANSACTION

04:53 PM Phyllis Brown at N/A) 0243067410 Selectron - ACH DEBIT 1 AD1 APPROVED FUNDED $138.97
33005 099217-0

04:54 PM Donaid Chattin at N/A) 1477795320 Selectron - CC Sale VISA 1 AD1 APPROVED settled $124.16
50007 099222-0

04:58 PM Jack Carpenter at N/A) 0581150322 Selectron - CC Sale VISA 1 u1o DUPLICATE declined $131.55
37002 099205-1 TRANSACTION

04:50 PM Jack Carpenter at N/A) 0581150322 Selectron - CC Sale VISA 1 AD1 APPROVED settled $131.55
37002 009205-1

05:03 PM Eugenia Chisholm at N/A) 0881104458 Selectron - ACH DEBIT 1 AD1 APPROVED FUNDED $135.76
64202 099218-0

05:08 PM Nicholas Riley at N/A) 0705604524 Selectron - ACH DEBIT 1 AD1 APPROVED FUNDED $171.12
80008 000248-0

05:30 PM gordon freedman at N/A) 0370186435 Selectron - CC Sale VISA 1 AD1 APPROVED settled $163.60
31002 000287-0

05:44 PM Donna Mixon at N/A) 1545283250 Selectron - CC Sale MAST 1 AD1 APPROVED settled $178.62
10004 099207-0

05:55 PM Christopher Hartless at N/A) 1434480261 Selectron - CC Sale VISA 1 AD1 APPROVED settled $101.94
56001 009308-0

05:57 PM Jeanne Hopkins at N/A) 1500037272 Selectron - CC Sale VISA 1 AD1 APPROVED settled $04.54
36008 009313-0

06:08 PM Shirley Richardson at N/A) 1300702515 Selectron - CC Sale VISA 1 AD1 APPROVED settled $124.16
45801 099325-0

06:23 PM Kelvin Coleman at N/A) 1501482263 Selectron - CC Sale MAST 1 u20 INVALID CREDIT CARD declined $101.04
60008 099344-0 N

Run Date: 524/2018 at 8:13 am Page 1

hittpiiwww paymentsgateway.com Copyright 2018 - All Rights Reserved. Landscape Report

By default, the Received Detail report provides the following details about each
transaction segmented by date:

e Received Time

e Customer Name and ID
e Transaction Information
e Entfered By

e Transaction Type

e Aftempt

e Response Code

e Response Description

e Status

e Amount

It also provides daily totals and an Overall Summary page with grand total
amounts for the entire date range and the quantity of echeck, credit card, and
debit card transactions.
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You may want to segment your reporting data further by transaction status,
customer name, or fransaction amount. To do so, select Advanced Reporting
Options on the Report Definition screen prior to generating your report. The
following options display:

Monday, June 25, 2018 Logged in as: Merchant Admin Home | Logout
Transactions Received Detail
T
MyHierarch
=1 23 Main
@ From: | 01/01/2010 - @ CITY OF PORTSMOUTH UTILITY WEB
‘Onigination
To: [06/25/2018

Deposit B Advanced Reporting Options.
status:

@3 Type:
e Voids:
First Name: l:l
Last Name: l:l
9 Company Name: l:l
Verity odero:[ ]

N —
S —

Amount Range: | |To: |

Virtual Terminal

Merchant Oplions

Use the following parameters to customize the Received Detail report to fit your
needs:

Name Description

Use the dropdown menu to segment your report according to
the status of a transaction. The following options are available:
o All
Ready
Settled
Funded
Unfunded
Rejected
Declined
e Authorized
Use the dropdown menu fo select whether you want this report
to only include Credit Card or eCheck fransactions.
Use the dropdown to select whether or not you want this report
to include voided transactions.
First Name Enter the customer’s first name.
Last Name Enter the customer’s last name.
Company Name Enter the name of the customer’s company.

Status

Type

Voids
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Name Description

Enter the Order ID number associated with a transaction or

Order ID .
group of transactions.
Use the dropdown to segment your report by credit card type.
The following options are available:
Visa
Master Card
Discover
American Express
Diners Club

e JCB
Last 4 Enter the last four digits of a customer’s credit card or echeck

account number.

Entered by Enter the ID of the person who captured the transaction.
Enter the digits of an amount. This field supports up to two
decimal digits.
Amount Range Enter an amount range to display in this report.

Card Type

Amount

After customizing the parameters to include in your report, select | .
Received Detail reports can include several pages of information. Include more
filtering parameters to keep these report files small and specific.

Service Fee Summary Reports

Service Fee reports provide convenience fee amounts in addition to the
tfransaction information contained in the Received reports. Convenience fee
data is essential to providing accurate fransaction for both government and
service fee merchants.

To access a summary report of your tfransactions that includes convenience fee
data, log into Virtual Terminal and navigate to Reporting > Deposit > Service Fee
Summary. NOTE: If you do not see these options available, contact your System
Administrator to adjust your user settings and permissions.

The following Report Definition screen displays.
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Monday, June 25, 2018 Logged in as: Merchant Admin Home | Logout
Transactions Convenience Fee Summary
Reporting
MyHierarchy
=1~ [ 2 Main
@ From: | 06/18/2018 b @ CITY OF PORTSMOUTH UTILITY WEB
Origination
To: | 06/25/2018

| Generate Report|
()

Merchant Oplions

Use the calendar picker in the From and To fields to select a date range for the
report and then select | . Virtual Terminal automatically opens

another browser tab or window with the report displayed. Click =~ and select
one of the following formats in which to download and save the report:

e XML file with report data
e CSV (comma delimited)
e PDF

e MHTML (web archive)

e Excel

e TIFF file

e Word

The following figure displays a Service Fee Summary report. These reports display
the types of tfransactions (sales, credits, returns, chargebacks and
unchargebacks), the total amounts collected for echecks and each credit card
brand, the total amount of service fees collected for each transaction type,
and the grand total collected for each transaction type within the date range.
The Grand Totals page provides you with the overall total amount for each type
of fransaction, each type of payment method, and the associated service fees
within the provided date range.
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Parameters Used

Show Merchant Sub Totals.

uitiple Merchants
Service Fee Summary Report
May 16, 2018 to May 24, 2018
Overall Summary
Totals for 208475 - CITY OF PORTSMOUTH UTILITY WEB
eChecks MC/VISA Amex Discover Other CC| Total CC Sub Total Serv Fee Total Funded
Debit (Sales):|  $4109433]  §134706.93 $0.00 68539 $0.00 $135392 32 $176,486 65 $3,533 50 $180,020.15
Credits {Refunds): $0.00 $0.00 $0.00 $0.00 $0.00 $0.00 $0.00) $0.00 $0.00
Returns: ($213.02) $0.00 $0.00 5000 $0.00 $0.00 ($213.02) (51.50) ($214.52)
Chargebacks:|  (54,63122) $0.00 $0.00 5000 $0.00 $0.00 ($4,531.22), 2550 ($4,505.72)
UnChargebacks: $0.00 $0.00 $0.00 $0.00 $0.00 $0.00 $0.00) $0.00 $0.00
Net:|  $36,563.11 $134,706.93 $0.00 $685.30 $0.00 $135,392.32 [0 S0 $3,559.00 $175,209.91

Run Date: 57242018 at 8:03 am Pagelaf 4

hitp: iwweer paymenisgateway.com Copyright 2018 - Al Rights Reserved.
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Run Date: /242018 at 9:03 am

Page4 of 4

. iwww paymentsgateway com Copyright 2018 - Al Rights Resarved

Used
Show Merchant Sub Totals
ultiple Merchants
Service Fee Summary Report
May 16, 2018 to May 24, 2018
Report Grand Totals
eChecks MC/VISA Amex Discover Other CC|Total CC Sub Total Serv Fee Total Funded
Debit (Sales):| 35500655 $199,377.97 $0.00 $1,354.55 $0.00 $200,732.52 $256,799.07 $5,106.50 $260,005.57
Credits (Refunds): $0.00 $0.00 $0.00 $0.00 $0.00 $0.00 $0.00] $0.00 $0.00
Returns: ($213.02) $0.00 $0.00 $0.00 $0.00 $0.00 (s213.02) ($1.50) ($214.52)
Chargebacks: |  (§5,528.00) $0.00 $0.00 $0.00 $0.00 $0.00 ($5,828.00), $3450 (§5.793.50)
UnChargebacks: $0.00 $0.00 $0.00 $0.00 $0.00 $0.00 $0.00] 50.00 $0.00
Net:|  $49238.55|  $199.377.97 $0.00 $1,354.55 $0.00 5200.732.52_ $5,141.00 $254,897.55

Service Fee Detailed Report
To access a more detailed report of received transactions with convenience fee
data included, log into Virtual Terminal and navigate to Reporting > Deposit >
Service Fee Detdail. NOTE: If you do not see these options available, contact your
System Administrator to adjust your user settings and permissions.

The following Report Definition screen displays.
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| forte }
Manday, June 25, 2018 Logged in as: Merchant Admin Home | Logout
Transactions Convenience Fee Detail
Reporting
MyHierarchy
=1~ [ 2 Main
d’ Ty " @ CITY OF PORTSMOUTH UTILITY WEB

Origination

To:

Deposit Advanced Reporting Options

Virtual Terminal

Knowledge Cenier

Merchant Oplions

Use the calendar picker in the From and To fields to select a date range for the
report and then select | . Virtual Terminal automatically opens

another browser tab or window with the report displayed. Click =~ and select
one of the following formats in which to download and save the report:

e XML file with report data
e CSV (comma delimited)
e PDF

e MHTML (web archive)

e Excel

e TIFF file

e Word

The following figure displays a Received Summary report.
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Service Fee Detail Report
May 16, 2018 to May 24, 2018
Details for Wednesday May 16, 2018
Funded Credit Cards

CITY OF PORTSMOUTH UTILITY WEB ( 206475)

Orig Date Cuctomer information Trancaction Info Entersd By Batoh 0 Methoco Deb# Creait Tran Amount ServFee Amourtw/Fees Fund Amount)

§/15/2018  Adam Demeter at NJA 155680639 Selectron- 75 VISA a] §$124.15 $3.50 $127.66 §124.15
100002 0874030

§/1512018 Alexanora Fletz-Reld at N/A 106943523 Selectron - 75 VISA ] $116.75 $3.50 $120.25 $116.75
152001 0878030

§/1512018 Alllson Heine at N/A 169977126 Selectron - 75 VISA D §92.59 $3.50 $95.09 §92.59
SE1005 087308-0

§15:2018 Amanda Futler at N/A 155483145 Selectron - s VISA D $163.60 $3.50 $167.10 §163.60
932205 087328-0

§/15:2018 Anita Strickiand at N/A 079452126 Selectron - 75 VISA D $148.37 $3.50 $143.87 514637
263506 087263-0

S/15/12013  anita clark at NIA 079361158 Selectron- 75 MAST D $201.17 $3.50 $20457 $201.17
700008 088457-0

§/1512018 Ashien Person at N/A 171105833 Selectron - 75 VISA D $12.00 $3.50 $15.50 §12.00
043005 087609-0

S/15/2018 Barbara Pickelt at NA 051204342 Selectron - 75 MAST D $126.02 $3.50 §$129.52 §126.02
689907 087226-0

§/15/2018 Barbara S Sliis at N/A 031717152 Selectron - 75 VISA ] $133.52 $3.50 $137.02 §133.52
185002 083040-0

SV15/2013 Bertha Martin at N'A 150175818 Selectron - 75 VISA D §$168.59 $3.50 $172.09 §168.59
597007 0877270

§/15/2018 BETTY PEELE at N/A 118304538 Selectron- 75 VISA ] $101.82 $3.50 $105.44 S101.24
045007 087649-0

S/15/2018 Bran® Mccadden at NIA 116974253 Selectron - 75 VISA ] $172.57 $3.50 $176.07 $172.57
004005 056938-0

§/1512018 Breon Young at N/A 153950752 Selectron - 75 VISA ] $126.02 $3.50 $129.52 $126.02
913401 038120-0

§/152018 Brian Mchugh at N/A 143950122 Selectron - 75 VISA D $116.75 $3.50 $120.25 $116.75
423002 0875790

§/15:2018 Brittany Hatten at N/A 154190605 Selectron - 75 VISA D $270.18 $3.50 $273.68 $270.18
0241024 087426-0

§/15/2018 Cameron Bumham at N/A 139137525 Selectron - 75 VISA D $116.75 $3.50 $12025 $116.75
385006 087956-0

S/15/2018 Cartton Nelson at N/A 040401345 Selectron - 75 MAST D $127.80 $3.50 $131.30 §127.80
704209 086201-0

S/15/2018 Carol Krauss at N/A 157877528 Selectron - 75 VISA D $138.97 $3.50 $142.47 $138.97
787008 087900-0

§/15/2018 Carolyn britt 31 N/A 135301718 Selectron - 75 VISA ] $150.00 $3.50 $153.50 §$150.00
703007 0880890

S/15/2018 Carolyn britt 3t N/A 135301718 Selectron - 75 VISA D $150.00 $3.50 $153.50 $150.00
703007 038097-0

§/15:2018 Carroll CresserTesy at N/A 123795147 Selectron - 75 VISA D 14857 $3.50 $152.07 $148.57
630008 086803-0

§/15/2018 Cathy Flelgs at N/A. 043062647 Selectron- 75 VISA 2] $95.95 $3.50 $99.46 $595.55
245003 088129-0

§/1512018 Chamaine Lamb at N/A 123810545 Selectron - 75 VISA ] $178.62 $3.50 §182.12 §178.62
902107 0865952-0

§/1512018 Christine Hudson at N/A 065613230 Selectron - 75 VISA ] $201.17 $3.50 $204.67 $201.17
632007 087131-0

§/1512018 Christopher Home at NiA 126977522 Selectron - 75 VISA D $87.70 $3.50 $81.20 $87.70
5200039 087379-0

§/15/2018 Conswella Chemy at N/A DE7423145 Selectron - 75 VISA D S14E57 $3.50 s$15207 S14857
953006 037063-0

fun Date S242018 o2 002 en Pagetel T1

R Mwww payrrmrtsgetewey com Cosyright 2018 - Al faghts Reserved

By default, the Service Fee Detail report provides the following details about
each transaction segmented by date:

e Origination Date
e Customer Name

e Transaction Information
e Entered By
e BatchID
e Method
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Debit/Credit

Transaction Amount

Service Fee Amount

Authorization Amount (Transaction Amount + Service Fee Amount)
Fund Amount

It also provides grand total amounts for each day a transaction occurred and
an Overall Summary page with grand total amounts broken down by
fransaction type, payment method, and service fees amounts for the entire
date range.

You may want to segment your reporting data further by transaction status,
customer name, or tfransaction amount. To do so, select Advanced Reporting
Options on the Report Definition screen prior to generating your report. The
following options display:

Merchant Oplions

| forte |
Manday, June 25, 2018 Logged in as: Merchant Admin Home | Logout
Transactions Convenience Fee Detail
Reporting
MyHierarchy
=1~ [ 2 Main
d e " @ CITY OF PORTSMQUTH LITILITY WEB

Origination

Deposit B Advanced Reporting Options

To:

Attempt:
Debit or Credit:
Type:
Response Code: [ All v
Order ID: | |

Virtual Terminal
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Use the following parameters to customize the Service Fee Detail report to fit
your needs:

Name Description

Use the dropdown menu to select on which attempt the
transaction successfully funded. Supported options for this
parameter include the following:

Attempt e All
o Attempt1
o Attempt2
e Attempt3

Use the dropdown menu to select the type of fransaction you
want the report to include:
Debit or Credit e All

e Debit (sales)

e Credit (refunds/disbursements)
Use the dropdown menu to select the payment method(s) you
want to include in the report. Supported options include the

following:
Type . Al
e Credit Card
e eCheck

Use the dropdown menu to choose which transaction
response code(s) to include in your report. Supported options
include the following:
All
RO1 Insufficient Funds
RO2 Account Closed
RO3 No Account
RO4 Invalid Account Number
RO5 Prenote Not Received
RO6 Returned per ODFI
RO7 Authorization Revoked
RO8 Payment Stopped
Response Code RO9? Uncollected Funds
R10 No Avuthorization
R11 Check Safekeeping Return
R12 Brach Sold
R13 RDFI Not Qualified
R14 Deceased
R15 Beneficiary Deceased
R16 Account Frozen
R20 Non-Transaction Account
R23 Payment Refused
R24 Duplicate Entry
R26 Mandatory Error
R28 Invalid TRN
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Name Description

R29 Corporate Not Authorized
R31 ODFI Permits Late Return
R50 Invalid Company ID
R56 Invalid Transaction Date
R57 Stale Date
R95 Over Limit
R96 Account on Hold
R97 RDFI Does not Participate
R98 Invalid Password
R99 Declined Unpaid ltems
S01 Funded ltems Original
$02 Funded ltems: 1st Resub
S$03 Funded Iltems: 2"d Resub
C00 Chargeback

e UO0O Charge Back Reversal
Enter the Order ID number associated with a transaction or
group of transactions.

Order ID

After customizing the parameters to include in your report, select | .
Service Fee Detail reports can include several pages of information. Include
more filtering parameters to keep these report files small and specific.

Your Implementation Specialist can create and customize a BillPay transaction
report that Forte can email or transmit to you via FTP at a frequency you specify.
You can also filter report data by transaction type (sales or disbursements),
payment methods, settlement types, and authorization results. BillPay reports
can contain the same data values that you transmit in your bill definition files
and the data columns of the report can be displayed in any order or format you
prefer. For more information, speak to your Implementation Specialist.

Another method for quickly generating a transaction report in Dex is by
selecting the Export button (LL) on the Transactions summary datagrid.
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This method enables you to filter the datagrid by date, tfransaction status,
amount, transaction type, the last four digits of the payment method, the type
of payment method, response code, and the transaction capture source. Once
the datagrid displays the values you want or need, you can click the Export
button to quickly generate a CSV report that can be imported into other
applications.

Future versions of Dex will include reporting options that you can access and
customize. For now, you can work with your Implementation Specialist to
generate the reports you need and/or use the datagrid export functionality to
quickly customize and generate a .csv report.
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Suspending your Portal

BillPay enables you to easily suspend your Portal site for any reason, such as end-
of-year reconciliation, backend server updates, or Ul updates. Not only can you
schedule the suspension within a specified date range, you can also include a
special Suspension Announcement message that will prominently display as a
red banner at the top of your site. When suspended, customers cannot perform
the following tasks on your BillPay Portal:

e Register for a BillPay account

e Log into their BillPay account

e Search or view their current bill(s)

e Pay their current bill(s)

e Create aschedule of recurring payments for their bill(s)
e Set up automatic payments for their bill(s)

When you're ready to suspend your Portal, contact Forte's Implementation
Team and provide them with a date or date range for when you want to
suspend your Portal and the text of a Suspend Message, which should include a
Title and Body. Date and Message fields are required for Portal suspensions.

Keep suspension messaging short while explaining what customers can and
cannot do in the Portal while it is suspended. You might also include suggestions
for alternative methods your customers can use to pay their bills.

After Implementation updates your BillPay settings, your Portal’'s Homepage will
display your Suspension Message and disable the Pay Now button on the
date(s) you've specified. The following figure shows a suspended Portal.
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@ o= for Maintenance
The Beaver Tall County Bifling Portal will be down for maintenance December S - 6. Please call 800.555.4565 to pay your bill. We apologize for the inconvenience,

fac:”m Beaver Tail County Municipal Utilities Home Contact Login E

Convenient
Welcome to Beaver Tail's
Billing Portal
er 311l s you the ability to quickly
the convenience of your Secure

Say no to mail frau al intruders. Data
is kept safe and co hest
standards in data security and compli

@ Support

Easily contact our responsive support team

online or by phone when you need assistance.

Convenience Fee

e X @) woww 035 @D visa

EChecks and Credit Cards Now Accepted

With the Beaver Tall County 8illing Portal. you can now pay your water bills with an echeck or credit card.

{forte} Powered by Forte Payment Systems © Copyright 2018 Forte Payment Systems rvacy Polic cury Policy RE
+c80 Corpeny

After the suspension date passes, your BillPay Portal returns to normal operations.

©2024 CSG Systems International and/or its affiliates (“CSG") Confidential Page | 80



" CSG fore BillPay Portal: Merchant Guide v1.17 _

Glossary

Account Dashboard - A Registered Pay Mode data display within the BillPay
Portal that shows logged-in users their billing account(s), associated bills, and the
options available for paying those bills.

Billing Account — The account you've created to identify your customer in your
billing and/or customer management software.

Billing Account-Level Settings — Settings that impact only the billing accounts
that are selected by the BillPay Portal user.

Cart - A “shopping” cart that collects and displays the bills your customer wants
to pay—including bills from multiple billing accounts. Depending on your global
settings, customers can pay their bills all at once, overpay balances to get a
head start on future balances, or make smaller payments toward a balance.

Customer Token — A unique string that references a stored customer record,
which can include payment method and address data. Forte's tokenization
solution follows strict protocols that meet and/or exceed the Payment Card
Industry Data Security Standards (PCI DSS).

Datagrid — An online table that displays rows of information in a defined
sequence of columns. A summary datagrid displays after a user enters values
into search fields. If available, the user can click a value in the summary
datagrid to view a detail datagrid, which displays data about that specific
record.
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Due Amount - The total amount of the bill including any late fees incurred if the
Due Date of the bill has passed. This amount should not include the service fee
as Forte assesses service fees as a separate charge added to the Total
Authorization Amount.

Due Date - The date when payment on a bill is due. BillPay applies a late fee to
the total amount of the bill once this date has passed. This parameter is required
in both standard and custom bill definition files.

Expiration Date - The date when a bill expires, and customers can no longer pay
it in the BillPay Portal. You can allow customers to view expired bills by defining a
specified number of Bill Visibility Days. This setting enables customers to look up
and view bills past the expiration date; they cannot, however, pay these bills.

Global Settings — BillPay Portal settings that Forte sets up at the site level and that
impacts all biling accounts under a merchant (biller).

Grouping ID — A business rule you can apply to your bill files that forces your
customers to pay either the oldest bill balances first or pay all the outstanding
bills at the same time.

Hint Image — A 2MB or smaller JPG, PNG, or BMP image file that displays where
your customer can find the value for a search field. Hint images can be used in
conjunction with Hint text.

Hint Text — Up to 200 characters of text that describe a search field. This could
include a description of the value and/or where to find the value on the
customer’s printed bill. Hint text can be used in conjunction with Hint images.
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Interactive Voice Response (IVR) — A payment channel that enables payers to
pay a bill over the phone using voice prompts and/or touch-tone keypad
selections.

Last Payment Date — The date of the last payment accounted for in the
PaidAmount field plus one day (e.qg., if the customer submitted the payment via
the Portal on 8/21, the Last Payment Date would be 8/22 or greater in the next
file upload). When a customer makes a payment through the BillPay Portal, it is
considered a pending payment until you indicate acceptance of the payment
via an updated bill definition file. To do this, you update the bill with a modified
paid amount and set the Last Payment Date. If you do not provide a Last
Payment Date, BillPay uses the date the bill was last modified. NOTE: This field is
required for merchants that accept partial payment toward bill balances.

Late Fee Amount - The amount of the |late fee that BillPay assesses once the bill's
Due Date has passed. You can pass this amount in the LateFee field of the bill
file and BillPay will present it as a separate line item that is added to the
Authorization Amount (i.e., Due Amount + Service Fee Amount + Late Fee
Amount). You can also add it to the Due Amount prior to uploading the bill file
and communicate the added fee to the customer via the Bill Details Datagrid or
another method.

Minimum Amount — The minimum amount your customer can pay without
incurring a late fee. If this field is not passed in the bill definition file, BillPay uses
the Portal's Global Settings defined for partial payments (i.e., as either a
percentage of the Due Amount or a set dollar amount). If a Minimum Amount is
passed in the bill definition file and partial payment settings have been defined
for the Portal, BillPay displays the lowest Minimum Amount passed.

©2024 CSG Systems International and/or its affiliates (“CSG") Confidential Page | 83



BillPay Portal: Merchant Guide v1.17 i CSg fote

Overpay - A global setting on the BillPay Portal that enables your customers to
pay more than the Due Amount on their bills and apply that overpayment
toward future bill balances. You can define this setting as either a percentage
of the Due Amount (up to 1200%) or a set dollar amount (up to $10,000).

Paid Amount - The amount the customer has paid toward the balance of the
bill. This field starts at $0 and increases as your customer makes partial or full
payments through the BillPay Portal.

Paid-in-Full Date - The date when the customer pays the entire balance of the
bill. Once you (the biller) provide a Paid-in-Full Date in the bill definition file, the
BillPay Portal no longer accepts customer payments on the bill.

Partial Pay — A global setting on the BillPay Portal that enables your customers to
pay either a percentage of the Due Amount or a set dollar amount. Passing a
value in the MinimumAmount parameter for a customer in the bill definifion file
overrides this setting.

Payment Method Token - A unique string that references a stored payment
method’s data, including account number, routing number, account type,
and/or expiration date. Forte's tokenization solution follows strict protocols that
meet and/or exceed the Payment Card Industry Data Security Standards (PCI
DSS).

Pay Now Mode - A BillPay setting where payers search for their bills and make
one-time, ad-hoc payments by entering their names, billing address, and
payment information.

Portal User Account — The account your customers create with Forte on your
BillPay Portal to perform various online BillPay tasks (e.g., pay a bill, add a
payment method, create a schedule, etc.) in Registered Pay Mode.

PrePay: A global setting on the BillPay Portal that enables your customers to
make payments toward the future balance of a bill. Only customers with $0.00
Due Amounts (including grouped bills) can make a prepayment.

Presentation Date: The date a bill becomes visible to customers in the BillPay

Portal. This date should coincide with any email or paper notification you send
to customers about the availability of their bills.
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Registered Pay Mode - A BillPay sefting where payers create BillPay Portal user
accounts to automatically access and pay their bills, store payment methods,
and create payment schedules of recurring payments.
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